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McAfee: Active Virus Defense 1sznaumas

Virus Scan - Runon Windows 95, 98, Me, NT, 2000, XP: DOS; Linux; HP-UX; SCO; AlX;
Solaris
Virus Scan Thin Client -  Run on Windows 95, 98, NT, 2000 and XP
NetShield -  Runon Windows NT and 2000, DataCenter, Celerra File Servers, Citrix

MetaFrame XP and 1.8; Netware 4.5, 5.0 and 6.0; NetAPP Filers F720, F740,
F760, F87, F810, F820, F840 and F880

GroupShield - Supports Microsoft Exchange 5.5 and 2000 and Lotus Domino

WebShield SMTP
WebShield for Solaris

ePolicy Orchestrator

VL) F8RTLDLA

1. Ansrnuenanaauluningas McAfee uguhnnadnuilasiuhsa detiugndranusaiulaléwain
McAfee 81150605333 unazAIn a9 Tadludusnlusans
McAfee munaumﬂusu Corporate 24alnai uiFa9n1513115 McAfee
gunsavinléfinviguuasiilse&nanwuinninguasunn uaslszuda
bandwidth uay network unandnguae Admin "Luml,ﬁumaamu"l,ﬂmﬂsao
aNVNLA3aY LREILANIaLAE Server Asnansafazidmsiaiadgniionun
16uan

2. IﬂjLLﬂiNﬂ@qﬁu%%\/@gﬁqms‘/ﬂ Lﬂ?:@\? NetShield Support Win NT/ZOOO Server, Netware 4, 5and 6
Feature

Server - flureal timescan

- & un9a scan website 731 ActiveX, JAVA

- &unsa scan file download 16

&u156 scan internet mail Milu POP3
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3. T‘]Jil,mmﬂmﬁuiﬁ@ﬁ’m?uLv’ﬁlm VirusScan support Dos, Win 3.x, 95/98, 2000, NT, XP, Unix, Linux

ey Macintosh

Workstation/Client Feature

- flureal timescan

- &19a scan website 7l ActiveX, JAVA

- &wnsa scan file download ‘la

- &@nsa scan internet mail Aulu POP3 uay exchange 6

- &wnsavin mirror update site NATULaYLA

- &wnsauday/dau icon VShield 1 system tray 'l

- Waesnwuhiasunsaudenauldde admin 16

- my'\smﬁu log file laviaaniia TaaausatAu'lilu server wsa
wyaslaA'le

- &wnsaldan enable Tugiuwavy System Scan, E-Mail Scan,
Download Scan uag Internet Filter ‘6

- &W190a9IAaNN15 update DAT & Engine waz'liigiag reboot advns

update

VirusScan ThinClient — 95/98/NT/2000

Feature '

- "Lifi User Interface &u3uud configure 4odagvinsiiu console 1vin
1y

- fAu resource iiaanin VirusScan quiné 3

— ligunsa uninstall Ava3a9 desktop dediagvinkinu console Lvindu

- mu'lsm‘?\m‘?ﬂﬂmlnsumu login script, ePolicy 3a software
management @3au'lé

i1 System Scan ity
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4. TgunsNd1Fu Monitor / Control

Feature

ePolicy Orchestrator support Win NT 4 Server with SP6 or Win 2000
Server with SP1

- 155 policy lauansneiu uay domain uanevdunialu ePolicy
LATRILAEN .

- Connect 16 5 console wiaufu'luiiéa ePolicy

- Lﬂuﬁaﬁmumuazﬁaﬁuiﬁ antivirus policy uavayAns

- &@wnsading report Mdlugluuuns v

- ePo mmsama"nsms policy Taarldieanu IP w3aa1u Domain

- ePo &ansafiavuims policy ‘iﬂm/l 1 server gunsaii'leviare policy
uay ane domain Tudnded aaied Trend snansafazuzuisle 1
policy i 1 domain Lvinyid ' L

- ePo @nnsatfunaazidaauad HW uag SW luieasgniifiads
agent 22y McAfee 16 Taaaunsaqlavie CPU speed, RAM, HD uay
au 9 uazuaavlugluasnisg excel

- 1sewdia bandwidth uas network daiiiaginnsg update policy 1nai
McAfee a¢ update wwnzaiuiildaundlasiviniiu

- lunseée Schedule update McAfee susadaléiie Daily, Weekly,
Monthly, Once, Run At logon, When idle , Run on dialup nseilng
VINITNYUTULANINATA ePolicy nsaiiadwiante

- ePo aunsaudusuuuda Twidld Taanaiunsausnisiasasgnau
range IP w%a range subnet mask Ziviflafitaaslua add Linszuu
waziinig login wiin server ePo aga1u1sa add azaviiu 9 l6las
a6 Tudit . .

- ePo azsnsiasasgnau IP, NetBIOS, DNS 2uagAuinaadulnu
fial ToFULIITEINTALIMNTLAA U NetBIOS athuisien

- ePo 113815 Force install ndAafivuidiinie3asilu uninstall McAfee
aan'ld ePo shusassadaulénay vinnsiiaay McAfee av'ldina
ToadaTusld viawidius configure Aznansa restore tumiiautdiu'lé
Taafiguas ligunsavinle 5

- ePo 11 protocol HTTP luniséiasia duiludeanunsavin remote .
management nntinuld 249 manage wiu console aag McAfee 49
agfiszuu security dn3inldenu IE

- Port HTTP snsasnua'lddianauindo

- sgzmwmsamnnu ePo 14 Protocol HTTP Tunisaadu Jeludiileymn
av firewall conflict

- fiszuu report Adaulaasusaudadiiiunsiinaanun’lé 1aa
report 7 ePolicy fililufinnnndn 30 uuy Fegadansatizuaim
SQL wavin report awizaadgndfle .

- &usa export report aan'lililu crystal report, HTML, Word L6 49
Au2ial o .

- @nsaudayduIuAIavnil program antivirus uasuanléinesag
Iuu'laifi program antivirus wsawiinssivieaagiuull DAT uas
engine version ag'ls WunwuunsWAln'le deruielif

- &wnsavin top 10 infected machine, top 10 infected users, top 10
infected file, top 10 virus, top 10 cleaned and etc. ‘L6 foguaialifl

- &@nnsaudad report HW & SW list Tugiluuy excel iiaviniilu asset
inventory 2ad13¥n'l6 daeuaalid

- @Nsau3ms program antivirus 2a9 Symantec 16éind1 Symantec

- &unsaunday report vAsagluiuld McAfee 3a Symantec version
azls uaz DAT & Engine ilu version agls .

- &wnsaudnis program McAfee Mflunisn dilu 3u inud Wias
dlula

- &usavin report laauaiudadnisuadgnal Taadiusa Lian
query Nzuang'’le

- 714i DB uay MSDE uay&u1sa integrate wdind'u SQL 2000 6
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5. %um@uluﬂqjquqﬁ’uiq%’@LL@gﬂq@ LﬂuLL]Jll real tlme SCan ﬁ\’qgﬁj\‘]'\uaqﬁaaﬂL’)a'\ﬁL‘j'\LﬂﬁLﬂ%aﬂ T‘]J’iLLﬂ‘iiJ
aznAuNsLa user wiin'li access file 1y 9 WataalF®1dsunsuazvin

uiila A5 clean ‘W¥afaglu file fune vizadn file Suifludihsaioazgn delete

6. FumaUNNIT L e LR an Li‘ja enable #waas heuristic TuldsunsuilavAulrizuag McAfee diaa file
AungFaIazniulsa Tdsunsuazvinnsas content Wanualu file wida

Uaau w6 code mumomﬂtauaomn'lsvmsmluauaovlﬂmﬂurﬁﬁumao McAfee

Wavinnsasagausalyd ndvannanagauldsaudl file dfuazgnadonduan
user 1aaan TuNR

7. N13%1 Report lugausing - Report u ePolicy azuanalusaasnsiidelisniugasllasrolu
Tilsunsu excel 8ni report uav ePolicy agtAuatlusduuuuas Database
fodansa merge windu SQL 2000 ¢ 1ae user &ansa customize
report tagldlaadeiilu query fiuan
Report 7 ePolicy &unsavinléfatnoizu

— Agent to Server Connect interval

— DAT Deployment Summary

— DAT/Engine Coverage

— Machines With No AV Protection

— Machines Without ePO Agent Installed

—  Product Protection Summary

— Summary of Actions Taken

— Summary of Actions Taken For The Top 10 Viruses

— Top 10 Files Cleaned

— Top 10 Files Deleted

— Top 10 Outbreaks for the Current Quarter

— Top 10 Detected Viruses

— Top 10 Infected Files

— Top 10 Infected Machines

Top 10 Infected Users

LR report stuuudy 4 Snunanaderionuaazuandlusduuunsiviie
nuf

8. 12 Update $a3a Dat File NetShield \flugh download DAT aiAu'life Server lasndvanntdudone
? nanlieday workstation tinadsy anansaavianlunis update 16
aaTulld TaasunsasaIalaaall

— Daily

- Weekly

— Monthly

— Once

— Run At logon

—  When idle

- — Runon dialup ‘

49 DAT aggn update nadlanvienriudii'hsanidu High risk 3vag update
Jusiaiu

SR L6 TINTA admin &3 FoAléin Iﬁtﬂ%aq’lummma
Foudadie DAT & Engine annwa3asiiiiu DAT & Engine Mindddn Tae'ls
Gasdenu WAN tihuniae 9 wien vinlvdsenda bandwidth ta3asiiuiu
DAT & Engine anansaiiluiasaslai'lén share folder uuy read only '3
winilu
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9. 113 Upgrade lugq1ae4 Engine NetShield «flusa download DAT WALITAG Server lagndoanntudede
na1liiia3ag workstation inadde aunsadananluns update ‘U6
a0TwiTd Taaaansadonaladd

— Daily

- Weekly

— Monthly

— Once

— Run At logon

—  When idle

~— Runon dialup .

49 DAT aggn update nadlanviaariufihsaniilu High risk 393z update
Jusadu

SR 69INTA admin &unsa faA1l63n Iﬁtﬂ%aq‘tummmo
Fouiade DAT & Engine annwa3asiiiu DAT & Engine lnddidn Tae'ls
faseru WAN tihaniae 9 iien vinlvdsenda bandwidth ta3asiiuiu
DAT & Engine anansaiiluia3aslan’lén share folder uuu read only 13
LNy

10. N394 Product Twilen | —  Huszdniamlumisesiaduuazitdabiiawmianiigua

. I - fszuunsuinnsoundnii anedunii waziidse@nsaiwnin

Ny Product aulARNIT —  ePolicy \flumsudmisuuu web base Aald port HTTP Tunisuims
wA3a9 workstation wei'lai'léild browser tlug console twszlidl
ANulaandy

- fisyuu security M6inn .

- fiduaag report Miflugdluuuns i donuaio’laidl

- &nsaudnistazag workstation launn3ngus

—  McAfee §in1514 bandwidth was network Tunisu3nisiaaninguae

- ePolicy ansaudusléuana policy uaznaia domain 16lu ePolicy
server L WENEILAEN aauegulivaasany Server muInulIu domain
uazuan configure Au .

—  ePolicy agusuisia3ay workstation e IP, DNS uay NetBIOS uaustn
Auvazusnsanu NetBIOS (Computer name) atnvifierdoaziing
WJeflaedasiuAnuldsutiaieiasiufiadu uazaylianunsauims
tazaviuladnsia’l .

- ePolicy fiszuunsusmsuazauniiaiay workstation wuuanaulis Aa
\ilafinay workstation Tmidiaaaidiunluszuu ePolicy azvinnisaadn
\raunifacd tmilaadf Twitlaa® admin Liduiudasmsiuing
msao"lmuﬂnl,wmmmlusunn N Audguae admin daslésunis
wivifitedasgaiiuidnannau feagivinnsanitiasasiules 5

- ePolicy aztflun1s ‘Forced Install’ unaaiuin ePolicy hilduadiae
Tsunsuasliia3as workstation Lmuuu,mmuﬁammaau"lm']
dasifufiTusunsy antivirus wailan é1%idi ePolicy Azvinnshafe
A9l Tea R Tulld deanunsaudilayniia user tialdauilsunsu
aan

- ePolicy ansaanasaunaasidaaludiunay Hardware uazaiuuag
0OS Tuta3av workstation nata3asfisindy agent uad ePolicy 16 uay
funsavinilu database wavaIAnsla

- Agent 229 ePolicy finuatdninge Taafizuiaud 500K Taayszunal
il agent uavguIiuuade 7MB )

—  Configure uay ePolicy azgmﬁn‘lugﬂunuqao database f9iiudg
fhunsafiazyin backup 16 uazdsunsaiausadulydsunsu
database @iviaauizu SQL 2000 .

— i report N&NsansIAFaV N eFavliaazlsuas user auluunge
T¥sunnga 10 dusuluasdng
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— i report AanansaaTadavldieaslnuhifitusunsuilasdu'lisw

- ePolicy ansausmisdudiguaiv’lédizdu Norton antivirus

- llagnéndia McAfee Tuzfa corporate aslifinsiReadudia&udn add
on lumanase twsgldsunsunnacinvazfivntviatluya Corporate v
RUALAT 3 .

- &ansafudmaavnsudatiaulisa amsawieantdsuasunasdulv
DAT & Engine v &96598i9 user Taeaidn Tuils .

Tunsadwian policy Tiuniesas workstation azawianianizdiunilasu

wdaavinitiu (Incremental Update) guaivagvinnmsdwiannngiu 49zl

Wansgnusa bandwidth wae network

11. Site Reference suasunvlszivnea’lng, nasuinis, Mc Thai (Mc Donald), Tsewenina
g, nMsdadrsurivdsyind’lng, Citibank, asdnisTnsdwrinvivissine
na, 184
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